
Appendix 3: Guidance for all Professionals working with Children and Young 
People or their Families 
 
All agencies will have their own professional codes of conduct, which this guidance does not intend to 
replace. It is guidance that relates specifically to helping professionals put safeguards in place to 
minimise the risk of any allegations of professional misconduct related to the use of digital or 
interactive technology.  
 
This guidance relates to all children up to the age of 18, whether or not they, or their families, are 
current or former service users. It is appreciated that you may have personal friends or the children 
of friends who are under the age of 18. But at all times you should ensure that you treat all those 
under the age of 18 with the respect they deserve, whoever the child or young person is.  
 
You should always be mindful not to put yourself in a situation that may comprise you or be 
misinterpreted either by the child or young person, their friend, parent or carer, or any other person. 
This includes both personal and professional situations. It should be remembered that careless and 
inappropriate action in a personal setting, whether intended or not, could have significant implications 
for your professional life.  
 
There are few professionals who have allegations of professional misconduct related to digital and 
interactive technology made against them, or who are the victims of cyberbullying from children, 
young people, their friends or families. However, the impact of either an allegation or cyberbullying 
can be significant, both personally and professionally. Taking a few steps to be pro-active in minimising 
any risk to yourself, whilst you may think it unnecessary, is worth taking to avoid future complications.  
 
Remember: as a professional working with children and young people, or their families, you may be 
vulnerable to have an allegation made against you or being the victim of cyberbullying. Sometimes 
this is a result of communication or a situation being misconstrued. Other times this may be an act of 
revenge taken against you for an incident that has resulted through your professional practice. It may 
also be that someone, through having complex needs of their own, may develop an unhealthy interest 
in you as a person.  
 
Therefore, the following steps are recommended to all professionals, and trainees who are or will be 
working with children, young people or their families.  
 
Ten Steps to Minimise Professional Risk  
 
1. As a professional you should fully appreciate that the onus is upon you and not the child or young 
person to distance yourself from any potentially inappropriate situation;  
 
2. Review all content about yourself on social networking sites, such as Face Book, My Space etc. 
Particularly consider removing any personal information or photographs. These could be manipulated 
and used against you;  
 
3. Do not give personal information such as email addresses or mobile telephone numbers to anyone 
who is, or has been, a service user or is a member of their family;  
 
4. If you wish to keep in contact with any child or young person under the age of 18, or their family, 
who has been a user of your service, ensure that you only use work emails or telephone numbers to 
communicate with them;  
 



5. If there is any incident, related to this guidance, which involves a child, young person or their family, 
that causes you concern, report it immediately to your line manager. Document it as soon as possible, 
according to your workplace procedures;  
 
6. Ensure you adhere rigidly to the Acceptable Use Policy of your workplace. If you breach any part of 
the AUP, report it immediately as per your workplace procedures;  
 
7. Do not access any illegal or inappropriate websites on your personal computer or mobile phone. 
This includes illegal or inappropriate images of children, certain other types of pornography or 
extremist websites. It is illegal to access or download material that promotes or depicts criminal 
behaviour;  
 
8. Be very careful when liaising with others in contact / web cam internet sites (for example chat 
rooms, message Partnerships, social networking sites and newsgroups). Avoid inappropriate 
communication with individuals under 18, or with who you may be in a position of trust. Avoid 
inappropriate communication with those who you do not know. Adults can pose as children using 
interactive technology; likewise, some children can pose as adults;  
 
9. Use your common sense and professional judgement and expertise at all times to avoid 
circumstances which are, or could be, perceived to be of an inappropriate nature. This relates 
particularly to social networking sites and mobile phone technology;  
 
10. Remember, digital and interactive technology may be the virtual world, but it has an impact on 
our real world. Do not treat people any differently through electronic communication than you would 
on a personal basis. 
 


